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Introduction

As 2022 rapidly approaches, we look back at some of
the key decisions, trends, and developments impact-
ing the U.S. insurance industry over the past couple
of years and look ahead to what the new year prom-
ises. These are challenging times, indeed, for insur-
ers, policyholders, and reinsurers having to confront
ESG, social inflation, COVID-19, cyber/privacy, civ-
il unrest, opioids, lead, construction defect, securities
law, and many other challenges.

To be sure, 2020 featured fast-paced activities and un-
precedented challenges for insurers and reinsurers in
a year dominated by the COVID-19 Pandemic. Al-
though COVID-19 continues to rage in 2021, ESG/
sustainability has since taken the spotlight. This is due
to a variety of reasons, including the Biden adminis-
tration’s all-of-government approach to ESG and the
focus of state regulators. Some of the more significant

trends, decisions, and developments are highlighted
below.

ESG/Sustainability

Environmental, social, and governance criteria or
standards (“ESG”)—often referred to simply as sus-
tainability—are having a significant impact on all sec-
tors, including, and perhaps particularly, the insur-
ance and financial sectors.

ESG encompasses a broad range of topics and im-
plicates most corporate departments and business
operations. The first component—environmental
considerations—concerns how a company performs
as a steward of nature and the environment. These
considerations may include a company’s energy use;
waste and pollution streams and volumes; disposal
practices; natural resource conservation; carbon and
greenhouse gas blueprint; use of renewable energy
and raw materials; ownership of contaminated land;
environmentally compatible production; compliance
with environmental regulators and laws; and treat-
ment of animals.

The second component—social criteria—concerns
how a company manages relationships with em-
ployees, suppliers, customers, and the communities
in which it operates. Social factors include occupa-
tional safety practices and loss history; inclusion and
diversity; equity in hiring, pay, opportunity, and ad-
vancement; compliance with labor laws; community
engagement; employee engagement; training and
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development; respect for employee rights; unioniza-
tion and labor practices; freedom of association; and
charitable donations and support. Social criteria may
extend beyond a company to the company’s business
relationships with suppliers, customers, regulators,
unions, and others. Often, it involves an examination
of the business practices of those entities.

The third component—governance—includes prac-
tices and policies regarding anti-bribery; corruption;
money laundering; executive pay; transparency in fi-
nancial and public reporting; gender pay gaps; com-
position of management and the board; risk manage-
ment and oversight; board actions and obligations;
cyber and data security; regulatory compliance; al-
lowing shareholders to vote on significant issues; and
avoiding conflicts of interests.

As businesses, insurers naturally are focused on their
own ESG practices and operations, reviewing, estab-
lishing, revising, and implementing their goals regard-
ing their own emissions, carbon blueprints, diversity,
and governance.'

Insurance companies are being viewed with increas-
ing frequency as agents for imposing affirmative ESG
change on other entities, such as their policyholders
and vendors. The underwriting, pricing, investment,
claims, and business practices of insurance compa-
nies are under heightened scrutiny, both internally
and externally. For example, insurers are altering their
investment portfolio with ESG considerations in
mind.” Insurers are reviewing their business and un-
derwriting practices. Some insurers already are mov-
ing away from underwriting policyholders with un-
satisfactory carbon blueprints and/or risks that deal
with fossil fuels.’?

The Federal Government’s Focus On ESG

ESG has become a central component of many poli-
cies under the Biden Administration. Indeed, virtu-
ally all agencies and arms of the federal government
are involved in reviewing ESG factors with a view
toward increased regulation.*

Earlier this year, the U.S. Security and Exchange
Commission (“SEC”) announced the formation
of the Climate and ESG Task Force with an initial
focus on identifying any material gaps or misstate-
ments in disclosures of climate risks under existing
rules and proactively identifying related miscon-

duct’ Treasury Secretary Janet Yellen charged the
Financial Stability Oversight Council with assess-
ing the financial risks associated with climate and
shared that information with regulators and private
investors.®

On August 6, 2021, the SEC approved the diversity
disclosure rule proposed by the Nasdaq Stock Mar-
ket (Rule 5605(f)). Nasdaq is the second largest ex-
change in the United States with over 3,700 public
companies listed and market capital in excess of $19
trillion. SEC disclosure requirements may not be far
behind. We appear to be heading toward a regula-
tory environment in which climate change-related
disclosures—and disclosures of demographic com-
position of company boards and executives—will be
required, with potential penalties and other conse-
quences to follow. Such developments fuel claims
and litigation against companies, their directors and
officers, and others.

The Federal Insurance Office of the U.S. Department
of the Treasury (“FIO”) issued a Request for Informa-
tion (“RFI”), following the May 20, 2021 Executive
Order on Climate-Related Financial Risk, that solic-
its “public input on FIO’s future work relating to the
insurance sector and climate-related financial risks.”
FIO expressed the intent for its climate-related work
to respond to the Executive Orders and the Treasury
Department’s broader climate work, including work-
ing with Treasury’s Climate Hub. Public comments
were due on November 15, 2021.7 The RFI and other
developments strongly suggest that the FIO will be
regulating the business of insurance in a significant
manner.

State Regulators’ Are Focused On ESG

Many state regulators also are laser focused on ESG.
In November 2021, the New York State Depart-
ment of Financial Services (“DFS”) announced that
it formed a climate division. Later that month, DFS
issued final guidance to insurers subject to the depart-
ment’s regulation regarding their management of the
financial risks from climate change. DFES claims to be
the first U.S. financial regulator to issue a holistic set
of expectations on managing the financial risks from
climate change. As described in the guidance, DFS
expects insurers to take a strategic approach to man-
aging climate risks that considers both current and
forward-looking risks and identifies actions required
to manage those risks in a manner proportionate to
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the nature, scale, and complexity of insurers’ busi-
nesses.® DFS also has taken action to promote diver-
sity, equity, and inclusion in the insurance industry.

Rating Agencies Are Focused On ESG

Insurance rating agencies across the globe have be-
come increasingly aware of ESG risk factors and
their potential impacts on their investment portfo-
lios and lending policies. Since March 2020, when
AM Best began disclosing whether ESG factors were
key rating drivers, roughly 10% of rating move-
ments have been a result of ESG factors. Environ-
mental and governance factors have been the most
frequent drivers of these rating movements. DBRS
Morningstar reports that large institutions are facing
greater pressure from external shareholders to better
manage their exposures to environmental risks. This
has become more important than ever for property
and casualty insurers after several years of height-
ened natural catastrophe losses. DBRS Morningstar
announced it is taking a more formal approach to
incorporating ESG factors into its rating process
across all rating groups worldwide, including rating
insurance companies and financial institutions. It
identified 17 significant ESG factors—five environ-
mental, seven social, and five governance—that now
will be considered when rating companies.’

The United Nations’ Principles For Sustain-
able Insurance

AM Best, like many insurers and others, is a sig-
natory to the United Nations’ Principles for Sus-
tainable Insurance. The United Nations’ Principles
for Sustainable Insurance (“PSI”) is a framework
designed to embed ESG issues in decision-making
that has been gaining traction over the past couple
of years. The PSI is a voluntary sustainability frame-
work launched by the United Nations Environment
Programme Finance Initiative in 2012. It requires
insurers to demonstrate their adoption of sustain-
able insurance practices and make transparent dis-
closures to the public around ESG issues.

According to PSI:

ESG issues are increasingly influencing tradi-
tional risk factors and can have a significant
impact on the industry’s viability. Therefore,
a resilient insurance industry depends on
holistic and far-sighted risk management in
which ESG issues are considered.

As risk managers, risk carriers and investors,
the insurance industry has a vital interest and
plays an important role in fostering sustain-
able economic and social development. We
believe that better management of ESG is-
sues will strengthen the insurance industry’s
contribution to building a resilient, inclu-
sive and sustainable society. However, many
ESG issues are too big and complex and need
widespread action across society, innovation
and long-term solutions.

Therefore, it is our aspiration to build on the
foundation the insurance industry has laid
in supporting a sustainable society. The fu-
ture we want is a society in which people are
aligned and incentivised to adopt sustainable
practices. To realise this aim, we will use our
intellectual, operational and capital capaci-
ties to implement the Principles for Sustain-
able Insurance (the ‘Principles’) across our
spheres of influence, subject to applicable
laws, rules and regulations and duties owed
to shareholders and policyholders."

Traditional Practices Are Subject To Scrutiny

Many of the traditional tools and practices of insurers
are under assault. Insurance scoring, which is a type
of credit-based analysis used by insurers for a long
time, is now prohibited in several states including,
California, Hawaii, Maryland, Massachusetts, Michi-
gan, Oregon, Washington (by emergency order), and
Utah. Several other states have introduced bills that
would ban the use of credit-based scoring. Addition-
ally, gender has been an element for auto insurance
pricing for a long time. Some states do not allow
gender to be a factor or require pricing to be gender
neutral. As non-binary gender identification becomes
more prevalent, insurers and regulators are revisit-
ing the issue more broadly. The use of zip codes and
educational levels in underwriting and pricing is also
under attack. Insurers’ use of zip code and level of
education in underwriting as pricing factors are con-
sidered by some to be discriminatory, as this practice
can result in poor and minority communities experi-
encing higher insurance rates.

As insurers have turned to artificial intelligence and
modeling with greater frequency to address the com-
plex challenges confronting them, the use of algo-
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rithms and predictive modeling is itself being subject
to increased scrutiny. For example, the Colorado In-
surance Commissioner is required to adopt rules to
require insurers to test their algorithms, predictive
models, and information sources to measure their
performance and ensure that they do not unfairly

discriminate against protected classes beginning in
2023."

Successful Companies View ESG As Present-
ing Important Opportunities

Although often viewed as presenting challenges, ESG
considerations also present numerous opportunities
for insurers and other companies. Indeed, the ability
to respond and lead effectively in these areas will likely
be a major determinant of the success of corporations
and insurance companies. This includes taking action
where companies believe action is appropriate. Equal-
ly important, companies must be able to effectively
resist action where they believe it to be unwarranted
and, at the same time, minimize collateral damage
associated with their decisions. Companies perform-
ing well in ESG tend to lower their probability of
sustaining workforce-related accidents, reputation-
damaging controversies, and fines and other adverse
actions by regulators. Companies that are embracing
and playing offense on ESG usually are winning and
well-positioned. Indeed, successfully addressing ESG
issues may be necessary for corporate survival.

ESG has moved away from being siloed within some
aspects of corporate behavior and has become embed-
ded in the DNA, strategy, and operations of the entire
company.

Internal Pressures Are Causing Companies
To Be Agents For Change

External stakeholders are using the full panoply of
vehicles to achieve their goals, including traditional
media, social media, investment decisions, purchase
decisions, boycotts, threats, pressure, intimidation,
lobbying, legislation, regulation, and cancel culture.
Some of the goals and tactics are laudable, while oth-
ers are not. With increasing frequency companies
face reputational as well as financial consequences for
alienating groups or not responding in a manner they
deem to be acceptable. Cancel culture impacts com-
panies as well as individuals.

It is important to understand, however, that ESG
pressures are not only being applied by external forc-
es, but increasingly by internal forces seeking to exact
change. The reality is that Millennials, Generation X,
and Generation Z are now, by the numbers, domi-
nant members of the workforce and management, as
they replace Baby Boomers. The educational, experi-
ential, methodological, value, and demographic dif-
ferences between generations are undoubtably having
a large influence on internal decision-making. Not
only have corporations adjusted to create a workplace
that attracts and retains Millennial, Generation X,
and Generation Z talent, but these workers are also
increasingly becoming the corporate decision-makers.
Thus, corporations are now becoming entities that
will effect change, rather than resist change.

ESG Factors Are Driving Losses

ESG factors, of course, are driving losses and litiga-
tion with increasing frequency. Insurance claims pro-
fessionals, risks managers, and company executives
must understand these impacts and trends. ESG has
a major impact on insured and uninsured losses.
Apart from claims related to climate change, the
environmental component of ESG has substantially
impacted what were traditionally called losses from
natural disasters. Global losses from natural disas-
ters in 2020 were $210 billion, according to Mu-
nich Re, of which only $82 billion was insured.'
Both overall losses and insured losses were signifi-
cantly higher than in 2019, which experienced a to-
tal loss of $166 billion, of which $57 billion was in-
sured. Climate change will play an increasing role in
all of these hazards, requiring property and casualty
insurers to manage their environmental exposures
appropriately.

Social risk factors similarly may have a significant
impact on an insurance organization’s customer
and employee base, as well as its financial strength.
Weak corporate governance and unethical conduct
may have a detrimental impact on financial per-
formance and reputation and could result in fines,
damages, or loss of operating licenses. Increases in
costs associated with recruitment and retention of
women and workers from ethnic minorities, people
from poorer socio-economic backgrounds, and em-
ployees with disabilities in order to ensure equal pay
are expected.
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Social Inflation

Social inflation continues to be a major concern to
insurers and their corporate policyholders.” The first
aspect of social inflation involves abuses in the tort
system, which impacts both corporate policyhold-
ers and insurers. Corporate policyholders feel the
effects insofar as they are subjected to large verdicts
and defense costs for which they are self-insured and,
to some extent, in the form of higher costs of doing
business. As insurers are required to provide a defense
and/or indemnify under policies issued to businesses
and other entities, the impact of social inflation di-
rected to their policyholders is also visited upon in-
surers. Accordingly, as to this component of social
inflation the interests of corporate policyholders and
insurers generally are aligned. Many of the means to
controlling this aspect of social inflation—such as
damage limitations, tort reform, requiring full dis-
closure with respect to litigation funding, and dial-
ing down the abuses in the tort system—may be best
achieved through cooperative efforts of the defense
bar, businesses, and insurers.

The second aspect of social inflation is aimed directly
at insurers. This facet includes expansive reading of
policy coverages and rulings by courts in coverage liti-
gation, shifting of policyholder attorney’s fees in cov-
erage litigation, independent counsel fees, and some
legislative and regulatory pronouncements. With re-
spect to this component of social inflation, the in-
terests of corporate policyholders and insurers often
diverge. We previously discussed the sources of social
inflation, some of which are endemic to the U.S. civil
tort system and others of which are a function of legal
and societal developments.'

In 2020, the impact of court closures and litigation
delays associated with COVID-19 and governmental
shut down orders appear to have been a short-term
social inflation reduction or delaying factor, as prog-
ress in cases had been hampered and the number of
verdicts had been reduced. At least some antidotal re-
ports suggest the delay in cases moving forward has
resulted in some plaintiffs’ settlement demands being
more reasonable. In such cases, justice delayed may
actually be justice achieved.

In 2021, social inflation appears to have returned
with a vengeance. The volume of coverage litiga-

tion related to COVID-19 itself fuels social inflation,
particularly with respect to first-party property insur-
ance claims. Fitch Ratings expected social inflation to
accelerate again in 2021." In fact, social inflation is
widely considered to be the driving cost factor in the
commercial liability market, with billions reported in
business interruption and event cancellation claims.
Many believe that significant pandemic-related liabil-
ity claims have yet to be reported and additional lines
of coverage are expected to be impacted. The evidence
in 2021 suggests social inflation—as well as economic
(price level) inflation—are significantly on the rise.

The activities of legislators in several states attempting
to create business interruption insurance by abrogat-
ing applicable exclusions and requirements in first-
party property policies by legislative fiat, if passed,
would have spurred additional social inflation. For-
tunately, so far, none of these proposed bills have be-
come law. Pending federal legislation, as currently
drafted, would not pose the same threat, as it is di-
rected to prospective pandemics and insurer partici-
pation would be voluntary.'¢

COVID-19 Business Interruption And Other
Pandemic Coverage Litigation

The issuance of various governmental orders requir-
ing businesses to temporarily modify or close their
operations led to an almost immediate avalanche of
claims and lawsuits involving first-party commer-
cial property policies. According to the University of
Pennsylvania Carey School of Law Covid Coverage
Litigation Tracker, by mid-November 2021, there
had been approximately 2,088 COVID-19 coverage
cases, with 1,870 involving business interruption,
1,687 extra expense, 1,608, civil authority, 207 other,
192 ingress/egress, 106 contamination, 87 event can-
cellation, 82 sue and labor, and 13 liability cases. Ap-
proximately 465 cases were filed as putative class ac-
tions and 717 cases include allegations of bad faith."”

At the trial court level, insurers have prevailed in over
75% of the 150 rulings on motions to dismiss in state
courts and in over 95% of the 524 rulings by federal
courts, mostly on the grounds that the virus claims
do not involve “direct physical loss or damage” to
property as required under most U.S. policy word-
ings, governmental orders do not constitute loss of
property, and/or virus exclusions preclude coverage.'®
Insurers have prevailed in approximately 44 summary
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judgment rulings, while policyholders have prevailed
in 7. Insurers have prevailed in the first bench trial
and in the first COVID-19 jury trial.”

At the appellate court level, insurers have prevailed in
the first ten decisions from the U.S. Circuit Courts of
Appeal, with the Sixth, Seventh, Eighth, Ninth, and
Eleventh Circuits ruling for insurers under the laws of
at least eleven states.”” These courts have ruled in in-
surers’ favor based on the lack of “direct physical loss
or damage” as well as virus, microorganism, loss of
use, and ordinance or law exclusions. Federal courts
have dismissed over 40% of policyholders coverage
actions for pandemic loss coverage, 17% of the pan-
demic insurance actions filed in federal courts have
been voluntarily dismissed, and approximately 40%
of the suits have yet to be fully decided according to
Law360’s COVID-19 Insurance Case Tracker. '

The first three state appellate court decisions, one in
California and two Ohio rulings, also have been in
favor of insurers.?

In the U.S., COVID-19 coverage litigation has pro-
ceeded mostly through individual cases. Efforts by
some policyholders to consolidate COVID-19 busi-
ness interruption coverage cases have been largely
rejected. On August 14, 2020, the Judicial Panel on
Multidistrict Litigation (JPML”) denied a request to
consolidate all COVID-19 federal litigation.”® The
JPML later rejected a request to create multidistrict
litigation (“MDL”) involving four insurers, although
it did agree to centralize more than 30 lawsuits against
Society Insurance Company.*

While the pace of new filings on first-party policies
has slowed, the activity level on other lines of poli-
cies—such as general liability, professional liability,
director and officer liability (“D & O”), and workers’
compensation—may increase.

With numerous outstanding motions to dismiss,
many appeals yet to be decided, and new cases con-
tinuing to be filed, the COVID-19 coverage war is
expected to rage on for some time. So far, it is fair to
say that insurers have fared reasonably well.

Civil Unrest, Riots, And Strikes

Many commentators have predicted an increase in
political risks in the United States. These risks include
riots, civil commotion, and other activities that can
produce substantial property losses as well as injuries

and deaths. At one point, there were estimates of $1
to $2 billion in losses in 2020 from civil unrest. There
were protests, demonstrations, or riots in approxi-
mately 140 U.S. cities in the wake of George Floyd’s
death.” It was reported previously that there was at
least $500 million in damage to more than 1,500 lo-
cations in the Twin Cities in 2020.%* During a 2-week
period alone, the New York Police Department paid
$115 million in overtime.”” The Rodney King riots
in 1992, for comparative purposes, resulted in $775
million in damage, or $1.42 billion in 2021 dollars.*®

Although 2021 has not seen the degree of protest
and civil unrest activity that was witnessed in 2020,
civil commotion activities continued in 2021. Re-
cent events suggest that it is becoming more common
for civil commotion to follow results of elections and
trials. Indeed, demonstrations over climate change,
police brutality, criminal trials, and labor strikes con-
tinue to be on the radar for insurers and policyhold-
ers. Civil unrest, coupled with the “defund the police”
movement, has produced a variety of losses for which
coverage has been sought under first-party property,
third-party liability, and strike, riot, and civil commo-
tion policies (“SRCC”). Businesses often will look to
their property coverage for potential coverage. First-
party claims may include claims from property dam-
age resulting from rioting, looting, or demonstration,
damages regarding stolen property and merchandise,
and lost revenue resulting from rioting, looting, or
demonstration.

Physical damage caused by fire, riots, civil commo-
tion, or vandalism may be covered under an all risk
or business owners’ policy. While loss of income may
be covered under business income or business inter-
ruption coverage, this is typically implicated only if
there is direct physical damage to the premises, and
temporal and causational limitations may apply. Be-
cause governmental orders baring access to a specific
area due to rioting have yet to be seen, civil authority
coverage appears unlikely.

Although policyholder lawyers sometimes give the
illusion that coverage is automatically available for
riot-related damages, there often can be significant
coverage issues. In first-party coverage claims, the is-
sue of number of occurrences may present significant
issues. Depending upon the particular facts and poli-
cy language, potential positions may include multiple



MEALEY’S® Data Privacy Law Report

Vol. 7, #8 December 2021

losses at a single location (such as when a store is van-
dalized or looted on successive days), losses at multi-
ple locations in the same city, or losses at locations in
different cities throughout the country (or some com-
bination of the foregoing) constitute an occurrence.
Additionally, vacancy provisions may limit coverage
when buildings have been vacant for a designated pe-
riod of time — 60 days is a common period. There
may be issues concerning the actual cause of the loss
where the specific loss may be unclear or subject to
dispute—for example, whether the loss resulted from
vandalism or from arson. Thus, the specific terms of
the policy must be closely analyzed. Property insur-
ance policies often contain exclusions that apply to
various war risks, including insurrection. In the event
that an insurrection is declared in connection with ri-
ots, losses arising therefrom may be excluded. Proving
such damages will often present issues, particularly in

light of COVID-19 related business closures.

There is the potential for third-party liability claims
against governmental entities. These may include:
businesses alleging property damage or lost revenue
due to failure to prevent riots or to take adequate ac-
tion to limit them; businesses alleging property dam-
age or lost revenue as a result of law enforcement
activities such as road closures, barricading business
complexes; persons alleging bodily injury caused by
law enforcement from pepper spraying, projectiles,
tear gas, etc.; or persons alleging civil rights or claims
for false arrest, malicious prosecution. There are nu-
merous defenses and barriers to recovery, including
governmental immunity. Governmental immunity
may require claimants to show willful or intentional
misconduct and some states immunize governmental
entities and public officials from liability for claims
“arising out of riot, civil commotion, or mob ac-
tion or out of any act or omission in connection with
the prevention of any of the foregoing.”

There also may be claims against adjacent businesses
or property owners for loss of use (e.g., Business A
was damaged during riot, thereby preventing adja-
cent Business B from operating); claims arising from
businesses” use of force to protect property or persons
(e.g., business hires private security to protect proper-
ty, and security causes injury to protestors, rioters, or
bystanders); claims arising from businesses’ failure to
perform contractual obligations due to riot (e.g., busi-
ness cannot manufacture or deliver products because

riots have shut down the business or prevented access
to facilities or delivery routes). The most meritorious
claims often would be claims against the rioters/loot-
ers for the injuries and property damage they caused,
but generally, the individuals remain unidentified
and/or are judgment-proof.

Depending upon the facts of the claim, there could
be various other coverage issues including the absence
of occurrence/fortuity, and some items may not con-
stitute bodily injury or property damage within the
meaning of the policy (e.g., emotional distress/loss of
revenue will be difficult to recover under most CGL
policies). There may be a number of occurrence(s) is-
sues presented, and several exclusions (such as those
for expected or intended acts, criminal actions or
exclusions for riot, civil commotion, or mob action)

may apply.
Cyber Security And Privacy Insurance Claims

To date, the vast majority of cyber coverage decisions
have involved traditional first-party, third-party, and
crime/fraud policies. Claims under these policies are
commonly referred to as silent cyber claims. Most in-
surers in the cyber-insurance market have now issued
several iterations of cyber-specific policies. Rulings
under these policies are expected to be rendered with
increasing frequency over the next couple of years.

Indeed, cyber-insurers experienced a steep increase in
claims over the past couple of years, driven primarily
by ransomware, often coupled with data extraction,
and business email compromise events. The costs as-
sociated with ransomware claims, in particular, have
risen dramatically due to increased ransom demands,
threats to disclose extracted data, and related busi-
ness interruption costs. The pandemic-driven massive
shift to remote work spurred additional cyber claims
activity. As a result, industry leaders are anticipating
a hardening of the cyber-insurance market, as well as
increased premiums and underwriting scrutiny.

Zurich and Advisen’s 11th Annual Information Secu-
rity and Cyber Risk Management Survey was released
in October 2021.” Among the interesting finding,
83% of respondents now buy cyber insurance, with
66% carrying stand-a-lone cyber policies.’*® The sur-
vey concluded that triple-digit premium increases,
vanishing capacity, shrinking coverage, and shifted
expectations around baseline controls have joined
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long-term frustrations over inconsistent policy lan-
guage to create a truly challenging renewal process for
insurance buyers. Uncertainties around risk assess-
ment and incident response are major concerns.’!

According to the survey, ransomware has risen to the
top of priority lists worldwide. For the first time, cy-
ber extortion/ransomware has pulled even with data
breach, with 95% of respondents selecting it as a cov-
erage they expect to be included in their policies.”
It was followed by data restoration at 90%; business
interruption at 80%; and system failure coverage
and bricking at 73%.% Results show that cyber risk
management has significantly increased in priority to
companies—86% say it is a significant concern and
they have taken steps to assess their risk; 65 % have
invested in cybersecurity solutions to mitigate risk;
and 61% say risk managers and IT work together to
monitor risk. The “unknowns” of ransomware may be
the biggest issue for risk managers.**

Property Insurance

In January 2020, a federal district court in Maryland
ruled that the first-party property coverage in a busi-
ness owner’s insurance policy (BOP) covered the re-
placement of the insured’s computer system after a
2016 ransomware attack.” Following remediation,
the system was still functional, but its performance
was slowed by new protective software and it was
likely that remnants of the virus remained on the
system, increasing the risk of re-infection.*® The court
determined that the “loss of reliability, or impaired
functionality demonstrate the required damage to a
computer system, consistent with the ‘physical loss or
damage to’ language in the policy.”?’

This decision does not materially advance efforts
to secure cyber coverage under first-party property
policies. While the National Ink policy was issued in
2016, it was primarily based on the 1999 ISO form.
More recent forms, such as the 2012 ISO BOP form,

exclude computer-related losses.

Business Email Compromise

A Mississippi federal district court ruled that Com-
puter Fraud Transfer and Funds Transfer Fraud cover-
ages were not applicable to losses resulting from an
email phishing scam.’® The insured, Mississippi Sili-
con Holdings (“MSH?”), had fallen prey to spoofed

emails and wired more than $1 million to fraudsters
instead of a legitimate vendor.*” Three MSH employ-
ees approved the wire transfers before MSH learned
that hackers had infiltrated its computer system and
impersonated an authentic vendor.*’

MSH’s insurer accepted coverage under the Social
Engineering provision of its management liability
policy, but not under the Computer Fraud Transfer
and Funds Transfer Fraud coverage grants, which had
much higher limits of liability.*' MSH instituted cov-
erage litigation, alleging the loss fell within all three
coverages.*?

The Computer Transfer Fraud provision covered
losses resulting “directly from Computer Transfer
Fraud that causes the transfer, payment, or delivery
of Covered Property from the Premises or Trans-
fer Account to a person, place, or account beyond
the Insured Entity’s control, without the Insured En-
tity’s knowledge or consent.”*

The Funds Transfer Fraud provision provided cov-
erage for loss “resulting directly from the transfer
of Money or Securities from a Transfer Account to
a person, place, or account beyond the Insured En-
tity’s control, by a Financial Institution that relied
upon a written, electronic, telegraphic, cable, or tele-
type instruction that purported to be a Transfer In-
struction but, in fact, was issued without the Insured
Entity’s knowledge or consent.”*

The court declined to adopt a proximate cause stan-
dard advocated by MSH, agreeing with the insurer
that Computer Transfer Fraud coverage was not im-
plicated because “nothing ‘entered’ into or ‘altered’
within [MSH’s] Computer System . . . directly caused
the transfer of any Money.”® Instead, the MSH em-
ployees caused the transfer, and thus, because the
fraudulent emails did not themselves manipulate
MSH’s computer system, a “Computer Transfer
Fraud” did not directly cause the transfers.*

The court further held that the requirement for
the transfer to take place “without the Insured En-
tity’s knowledge or consent” was not satisfied.”” The
court rejected MSH’s assertion that a more logical
reading of the requirement would be that MSH had
to have actual knowledge of material facts, such as the
transferee’s true identity, stating that MSH provided
no legitimate reason to impose a heightened require-
ment into the policy.®® The court distinguished the
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Social Engineering Fraud provision, which “clearly
authorizes coverage when an employee relies on infor-
mation that is later determined to be false or fraudu-
lent. In contrast, the Computer Transfer Fraud pro-
vision specifically states that coverage is only available
when the loss occurs “without the insured entity’s
knowledge or consent.”

The court also held that the Funds Transfer Fraud cov-
erage was not triggered because the MSH employees
had knowledge of, and consented to, the transfers.”!
The court found no legitimate basis to accept MSH’s
argument that the policy required those MSH em-
ployees to know the spoofed emails were fraudulent at
the time of the transfers.”> The decision was affirmed
by the Fifth Circuit in 2021.7

In Midlothian Enters. v. Owners Ins. Co., a Virginia
federal district court ruled a crime insurer had no ob-
ligation to cover losses resulting from an email phish-
ing scam.”* In that case, a Midlothian employee had
complied with an email request from the company
president and purportedly wired more than $400,000
from Midlothian’s bank account to a bank account
in Alabama.” Several days later, Midlothian discov-
ered the email was fraudulent and tendered a claim
to Owners Insurance Company, which denied cov-
erage.”

The crime policy provided coverage for theft of mon-
ey and securities, but excluded coverage for “[l]oss re-
sulting from your, or anyone acting on your express
or implied authority, being induced by a dishonest
act to voluntarily part with title to or possession of
any property.”” The court had no trouble deciding
that the exclusion unambiguously precluded cover-
age. The court rejected the insured’s attempt to cre-
ate ambiguities in the exclusion by highlighting terms
with more than one meaning or interpretations that
conclude in different results in the interpretation of
the exclusion. The court stated: “The fact that a word
or phrase has more than one dictionary definition . . .
does not make a provision ambiguous.”®

The court also rejected the insured’s argument that
a victim of fraud can never act voluntarily, and that
the exclusion does not apply where the instruction to
make payment is fraudulent: “The fact that another
individual pretended to authorize the transaction does
not negate the voluntariness of the transfer . . . .
Consequently, “[a]llowing coverage of a fraudulently

authorized transaction despite an exclusion based
on ‘any dishonest act’ would unreasonably limit the
exclusion and render the provision meaningless.”*

A New Jersey federal district court held that losses
arising out of a phishing scam were not covered under
a bank’s Financial Institutions Bond.®' I Crown Bank
JJR Holding Co. v. Great Am. Ins. Co., a fraudster im-
personated Mrs. Jackie Rodrigues, the wife of a senior
executive of Crown Bank.® In a series of 13 emails
from a spoofed email address, the impersonator re-
quested wire transfers from the Rodrigueses’ Crown
Bank accounts to accounts in Singapore.®

Pursuant to their Customer Agreement with Crown
Bank, the Rodrigueses were permitted to request wire
transfers by email, and Crown Bank was required to verify
each request by calling the account holder at a designated
phone number.* Upon receipt of each of the fraudulent
email requests, Crown Bank employees requested infor-
mation needed to complete the transfer and emailed a
wire transfer authorization form back to the imperson-
ator.”” The impersonator would forge Mrs. Rodrigues’s
signature and then email a PDF of the completed form
back to the bank.®® Bank employees printed the PDF and
then matched the forged signature on the form to the
signature the bank had on file for Mrs. Rodrigues.”” Bank
employees never called the designated phone number to
verify the requests, even though the wire transfer form
indicated that the call had been made.*® By the time the
fraud was uncovered, over $2 million had been trans-
ferred from the Rodrigueses accounts.”” Crown Bank
sought coverage for the loss under its Financial Institu-
tions Bond and its Computer Crime Policy for Finan-
cial Institutions.” Its insurer denied coverage under both
policies, and coverage litigation ensued.”*

Crown Bank asserted that its claim was covered by In-
suring Agreement D of the Financial Institutions Bond,
which applied to: “Loss resulting directly from the
Insured having, in good faith, paid or transferred any
Property in reliance on any Written, Original . . . (4)
Withdrawal Order . . . (6) Instruction or advice purport-
edly signed by a customer of the Insured or by a banking
institution . . .which (a) bears a handwritten signature of
any maker, drawer or endorser which is Forgery; or (b)
is altered, but only to the extent the Forgery or [altera-
tion] causes the loss. Actual physical possession of the
items listed in (1) through (6) above by the Insured is
a condition precedent to the Insured’s having relied on
the items.””?
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The term “Original” was defined as “the first render-
ing or archetype and does not include photocopies or
electronic transmissions, even if received and printed”
while “Written” was defined as “expressed through
letters or marks placed upon paper and visible to the
eye.””?

The parties’ central dispute was whether Crown Bank
had actual physical possession of the “Written, Origi-
nal” wire transfer forms, a condition precedent to
coverage under Insuring Agreement D. The insurer
argued that the bank failed to satisfy that condition
because printouts of the electronically transferred
PDFs from the impersonator did not fall within the
Bond’s definition of “Original”.”* Crown Bank con-
tended that a PDF itself is not an electronic transmis-
sion, and each printout of a wire transfer authoriza-
tion form from a PDF was a “first rendering” within
the definition of “Original.””

The court rejected the Bank’s arguments because
“documents transmitted electronically are not origi-
nals, even if received and printed,” according to the
Bond.”® The Bank’s additional contention that the
“first rendering or archetype” language in the defini-
tion of Original was ambiguous as applied to PDFs
also missed the mark: “Regardless of any ambiguity
concerning whether a PDF may qualify as an ‘Origi-
nal’ without electronic transmission, where a PDF (or
any electronic file format) is transmitted electronical-

ly, it cannot qualify as an ‘Original’ as defined in the
[Bond].””

In G & G Oil Co. of Indiana v Continental Western
Ins. Co., the Indiana Supreme Court weighed in on
cyber security in the context of a multi-peril policy’s
commercial crime and fidelity coverage. The court
concluded the term “fraudulently cause a transfer”
equates “to obtain by trick.””® The court noted that
every ransomware attack is not necessarily fraudulent.
For example, if no safeguards were put in place, it
is possible a hacker could enter a company’s servers
unhindered and hold them hostage. There would be
no “trick.” Thus, a question of fact exists precluding
the entry of summary judgment in favor of the poli-
cyholder. The court found there is sufficient causal
connection between the alleged fraud and the policy-
holder’s use of the computer.” Its transfer of Bitcoin
was nearly an immediate result of using a computer.
Though the policyholder’s transfer was voluntary, it
was made only after consulting with the FBI and oth-
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er computer tech services and was made under duress.
Under those circumstances, the “voluntary” payment
was not so remote that it broke the causal chain.®

Privacy Violations

In the absence of comprehensive federal laws, indi-
vidual states continue to adopt their own privacy laws
and regulations. For example, the ground-breaking
California Consumer Privacy Act (“CCPA”) went
into effect in January 2020.%" Similar to the Europe-
an Unijon’s General Data Protection Regulation, the
CCPA created a number of privacy rights for Cali-
fornia consumers and obligations for businesses that
collect and process personal information. Although
the California Attorney General has yet to commence
a CCPA enforcement action, several class-action law-
suits have already been filed pursuant to the Act’s
limited private right of action. Despite the recent
enactment of the CCPA, California residents voted
in November to approve the California Consumer
Privacy Rights Act (“CPRA”), which further expands
consumer privacy rights.®? The CPRA also creates a
state-wide privacy agency that will be charged with
enforcement of privacy laws. This likely will lead to
increased enforcement actions for privacy violations
in California.

In New York, a proposed amendment to the state’s
Civil Rights Law would create criminal liability for
certain privacy violations, and the proposed It’s Your
Data Act would create CCPA-like consumer privacy
rights with an even broader private right of action.®
In July 2020, the New York Department of Financial
Services, the state’s powerful financial regulator, initi-
ated its first enforcement action for alleged violations
of its first-in-nation 2017 cybersecurity regulation.®*

Increased regulatory enforcement and the further pro-
liferation of privacy and cyber laws and regulations
will likely drive increased cyber-insurance claims ac-
tivity for both breach and information misuse events
going forward.

Several decisions on the privacy front were issued in
2020. In Brighton Collectibles, LLC v Certain Under-
writers at Lloyd’s London, an insurer was required to
defend a putative class action alleging that the in-
sured retailer collected and sold customers” personal
information in violation of California’s Song-Beverly
Credit Card Act.®”” The insured argued that the claim
triggered its personal injury coverage, which applied
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to personal injury caused by an offence arising out of
the insured’s business, which includes “oral or written
publication of material that violates a person’s right
of privacy.”¢

Based on California Supreme Court precedent hold-
ing that the overriding purpose of the Credit Card
Act is to protect the personal privacy of consumers,
the Ninth Circuit found that the class action alleged
an invasion of privacy sufficient to trigger the insurer’s
duty to defend. The court rejected the insurer’s as-
sertion that coverage was barred by the policies’ ex-
clusions for “advertising, publishing, broadcasting or
telecasting done by or for” the insured.¥” The court
stated: “The word ‘publishing’ in this coverage exclu-
sion cannot be read to have the same meaning as the
word ‘publication’ in the personal injury provision.
Such a reading would exclude coverage for virtually
any publication over which [the insured] might realis-
tically be sued, rendering the policies” express coverage
for publications that violate privacy rights practically
meaningless.”®® The court also noted that the “group-
ing of ‘publishing’ with ‘advertising . . ., broadcast-
ing or telecasting in the coverage exclusion suggests
that the exclusion applies only to broad, public-facing
marketing activities.”®

The Illinois Supreme Court found that a claimed vio-
lation of Illinois’ Biometric Information Privacy Act
(“BIPA”) fell within (or potentially within) busines-
sowners liability policies affording personal and ad-
vertising injury coverage.”” In that case, the plaintiff
in the underlying suit alleged she purchased a mem-
bership from the policyholder, a salon that granted
her access to other salons.”" Enrolling in the program
purportedly required that the plaintiff have her fin-
gerprint scanned in order to verify her identity.”” The
plaintiff alleged that the policyholder never provided
her with, nor did she sign, a release allowing the poli-
cyholder to disclose her biometric data to any third
party; nevertheless, the policyholder purportedly dis-
closed her fingerprint data to an out-of-state third-
party vendor.” The plaintiff asserted claims for viola-
tion of BIPA, unjust enrichment, and negligence.

Because the policies did not define “publication,”
the court turned to the term’s dictionary definition
and applicable case law. Ultimately, the court held
that “’publication’ has at least two definitions and
means both the communication of information to a
single party and the communication of information

to the public at large.” As such, the salon’s disclo-
sure of fingerprint data to another party constituted
a “publication.”” The court the held the violation of
statutes exclusion did not bar coverage for the claim
since BIPA was dissimilar from the statutes enumer-
ated in the exclusion.”

In Massachusetts Bay Insurance Co. v. Impact Fulfill-
ment Services, the district court found that the general
liability insurers had no duty to defend their policy-
holder, Impact Fulfillment Services (“Impact”), in a
proposed class action from Impact’s Illinois employ-
ees.”” The underlying suit alleged that Impact scanned
workers” fingerprints to track work hours without
their consent, in violation of BIPA.”® Contrary to the
Illinois Supreme Court’s decision in West Bend, the
North Carolina federal Court found the distribution
of materials exclusion bars coverage for the exact type
of illegal information collection regulated by BIPA.”
Applying North Carolina law, the court noted the ex-
clusion in the policies before it—which was revised
in 2013 by ISO—was broader than the exclusion in
West Bend." Specifically, the exclusion included the
terms “printing, dissemination, disposal, collecting
and recording” of information and materials. The ex-
clusion also bars coverage for violations of the Fair
Credit Reporting Act, in addition to violations of the
Telephone Consumer Protection Act and Can-Spam
Act, which were also barred under the earlier version
of the exclusion.'” By contrast to the Illinois Supreme
Court, the North Carolina federal court concluded
that “BIPA is of the same kind, character and nature”
as the Telephone Consumer Protection Act, the Fair
Credit Reporting Act and other federal and state stat-
utes for which coverage is barred by the exclusion.'*

Lead Paint

Coverage issues relating to the $400 million-plus lead
paint abatement fund involving three lead paint man-
ufacturers are being addressed in three separate cover-
age actions. The courts have reached different conclu-
sions in each on motions for summary judgment.

First, a California trial court ruled, in Certain Underwrit-
ers at Lloyds of London v. ConAgra Grocery Products Com-
pany, that California’s willful acts insurance law precluded
coverage for public nuisance claims against the insured
based on its predecessor’s promotion of lead paint.'” Evi-
dence in the underlying liability litigation established that
the predecessor had actual knowledge that lead paint on
residential interior surfaces posed a public health hazard.

11
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In the subsequent coverage litigation, the court reject-
ed the insured’s attempt to be “insulated from” that
knowledge, as well as its argument that the scienter
findings in the underlying litigation were insufficient
to meet the willfulness standard of California Insur-
ance Code §533, which provides that an “insurer is
not liable for a loss caused by the willful act of an
insured.” According to the court, the fact that senior
managers of the predecessor company were not prov-
en to have knowledge of the relevant hazards made no
difference, because under §533, an entity’s employees’
collective knowledge “is what matters.” The case is on
appeal.

Next, in Sherwin-Williams v. Certain Underwriters
at Lloyd’s of London, the court rejected the insurers’
arguments that Sherwin-Williams either expected
or intended the damages.'™ It nonetheless granted
summary judgment to the insurers on the grounds
that the abate fund does not constitute “damages”
under the policies.'” Finally, in Certain Underwriters
at Lloyd’s, London v. NL Industries, the court denied
the insurers’ motion for summary judgment based on
similar grounds. %

Long-Tail Claims - Allocation

Allocation of losses among insurers and policyholders
continues to be a driving issue in long-tail claims. Pro
rata allocation continues to be the majority approach
and is superior to the “all sums” allocation alterna-
tive.!” Maryland’s high court unanimously held that
a commercial general liability (“CGL”) insurer was
responsible for only a pro rata share of a $2.7 mil-
lion judgment against its insured based on a worker’s
bodily injury due to exposure to asbestos at the now
defunct insured’s property.'® The worker, who devel-
oped mesothelioma decades after his asbestos expo-
sure, argued that the policy’s all sums language sup-
ported joint and several allocation, allowing him to
collect the entire judgment against a single insurer.'””
Joining the majority of states that have considered the
issue, the court held that damages for continuous in-
jury must be allocated on a pro rata basis across all in-
sured and insurable periods triggered by the worker’s
injuries."® The court stated that all sums allocation is
inconsistent with the policy requirement for bodily
injury to occur “during the policy period.”!!

The Ohio Supreme Court rejected the application of
an all sums allocation for a product defect property
damage claim where there was no evidence that the

12

injury was over time.""> Under the facts of that case,
the court stated that “the operative contract language
is not the reference to policy coverage for ‘those sums’
but rather to injury or damage ‘that takes place dur-
ing the Policy Period.””"'® There was “no reason to
allocate liability across multiple insurers and policy
periods if the injury or damage for which liability
coverage is sought occurred at a discernible time. In
that circumstance, the insurer who provided coverage
for that time period should be liable, to the extent of
its coverage, for the claim.” The court distinguished
cases where it applied all sums allocation, noting that
those cases involved progressive environmental pollu-
tion and asbestos bodily injury claims.

In the long-running Montrose environmental cover-
age litigation, the California Supreme Court adopted
a vertical exhaustion requirement, allowing the policy-
holder to access coverage under any excess policy upon
exhaustion of directly underlying excess policies for the
same policy period."* Relying on the policies’ “other
insurance” clauses, the court rejected the horizontal
exhaustion method advocated by the insurers, noting
that none of those clauses clearly or explicitly states that
Montrose must exhaust insurance with lower attach-
ment points purchased for different policy periods.'”

Traditionally, Florida courts did not allow contribu-
tion claims among liability insurers for defense costs;
however, Fla. Stat. § 624.1055 was enacted to ex-
pressly provide that courts shall allocate defense costs
among liability insurers that owe a duty to defend the
policyholder against the same claim, suit, or other
action “in accordance with the terms of the liability
insurance policies.”"'® The statute does not apply to
motor vehicle liability insurance or medical profes-
sional liability insurance.'”

On November 23, 2021, the Montana Supreme
Court weighed in on long-tail claims in National In-
demnity Co. v. State of Montana.''* National Indemni-
ty, which was the State of Montana’s general liability
insurer from 1973 to 1985, sought to resolve coverage
issues arising from asbestos bodily injury and death
claim which alleged the State failed to warn of asbes-
tos dust conditions at vermiculite mining and milling
operations in and around Libby, Montana Mine run
by W.R. Grace & Company and its predecessors. The
lower court entered a judgment against National In-
demnity for nearly $98 million.'"’
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On the duty to defend, the Montana Supreme Court
ruled that National Indemnity did not breach its duty
at the time the State initially tendered the Libby Mine
claims because the State defended the claims through
its self-insurance program, hired its own counsel,
managed the litigation, made its own defense deci-
sions, and took the position with the insurer that
the matter was “under control” and nothing was left
to be done.'® The court ruled that, when the State
subsequently requested a complete defense, National
Indemnity breached its duty to defend by agreeing
to pay only its pro rata share of defense costs.'* The
court reasoned that, under Montana’s “mixed-action
rule” an insurer is required to defend the entire action
as long as one count is covered.'”” National Indem-
nity was not in breach when it later offered to pay
100% of the defense costs conditioned on a right of
recoupment, because Montana law permits carriers to
seek recoupment in certain circumstances. The court
held that the insurer was estopped from asserting cov-
erage defenses concerning claims for which it had not
provided a full defense as of the date settlements of
those claims were approved by the trial courts.'* As
to claims for which the insurer had offered to provide
a full defense or that were not reduced to judgment
before the insurer initiated the declaratory judgment
action, the insurer was not in breach of the duty to
defend and, therefore, not estopped from asserting
the coverage defenses.'**

The court held that the underlying injuries resulted
from an “occurrence” because the State did not objec-
tively intend or expect injuries to be sustained as a re-
sult of its actions.'” Further, the known loss doctrine
did not bar coverage because the doctrine applies only
to a loss that the insured either knows of, planned,
intended or is aware is substantially certain to occur.
Additionally, the court determined the “sudden and
accidental” pollution exclusion did not bar coverage
as the exclusion applies only to discharges of pollut-
ants by the insured and not to discharges by third par-
ties such as the mine owner. '

Applying the “cause theory” to determine the number
of “occurrences,” the court found that the cause of the
claimants’ injuries was the State’s separate failure to
warn of the hazardous conditions at the Libby Mine
and not its singular decision to withhold the results
of its workplace inspections and not advise workers of

the hazards.'”” The court rejected the notion that each
claimant’s individual injury constituted a separate oc-
currence and remanded the issue to the trial court to
determine the exact number of occurrences.'?®

The court held that the State (which was self-insured
for decades) was not required to share pro rata respon-
sibility for settlement and defense costs that the in-
surer had paid under the policy. The court found it
would be wrong to “giv[e] double effect” to the ‘dur-
ing the policy period’ language as limiting both the
trigger and the scope and extent of coverage.”'* The
court held that “[a] Claimant exposed either during
or prior to the Policy period may, despite a lack of
manifestation of injury during the Policy period, be
covered under the Policy as long as it can be deter-
mined, even retroactively, that some injury did occur
during the policy period as a result of the State’s fail-
ure to warn.”'* The court remanded the additional
factual findings regarding injuries sustained during
the policy period from exposure that occurred prior
to the policy period.'!

Construction Defect Coverage

Cases across the country have reached differing results
as to whether defective construction is an “occur-
b2l « . » . D E . .

rence” or “accident” under general liability policies.

In a unanimous decision, the Michigan Supreme
Court held that an “accident” could include faulty sub-
contractor work that was unintended by the insured,
thereby constituting an occurrence under a CGL poli-
cy.’? The court rejected the insurer’s argument that
covering faulty subcontractor work would convert the
policy into a performance bond, noting that “the CGL
policy covers what it covers” and there is no basis to
eliminate coverage because similar protections may be
available under another insurance product.'®

Opioids Coverage

In the wake of the nationwide opioids epidemic, vari-
ous state and local governments sued numerous en-
tities involved in the manufacture, sale, distribution
and prescription of opioid pharmaceutical products.
Facing staggering potential liabilities, these entities
have turned to their insurance companies for cover-
age under CGL and other policies.

There have been several significant settlements
reached in the past several months. These include
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pharmaceutical distributors’ $215 million settlement
with two Ohio counties, the distributors’ $1.179 bil-
lion settlement with the State of New York and its
participating subdivisions, Johnson & Johnson’s $230
million settlement with the State of New York, and a
$26 billion global settlement between drug distribu-
tors and a group of state attorneys general in the Na-

tional Prescription Opioid MDL.

November 2021 was a key month in the litigation,
as the Oklahoma Supreme Court overturned a $465
million judgment that Johnson & Johnson sustained
in the nation’s first opioid trial."** Also, a California
judge handed a complete victory to drug manufactur-
ers after the nation’s second opioid trial.’** The third
trial did not go well for defendants, with pharmacy
companies CVS Health, Walmart, and Walgreens be-
ing found liable for contributing to an opioid abuse
epidemic in two Ohio counties.’®® This marked the
first time a jury has weighed in on the controversial
“public nuisance” legal theory at the heart of many
similar suits nationwide in the context of opioids.

In terms of coverage decisions, in Acuity v. Masters
Pharm. Inc., the court reversed the trial court’s ruling
that the insurer had no duty to defend a pharmaceuti-
cal distributor against opioid lawsuits."” In finding a
duty to defend, the court determined that, although
the government entities were seeking their own eco-
nomic losses, some of those losses, such as medical
expenses and treatment costs, were arguably “because
of” bodily injury.'®® It also rejected the insurer’s ar-
gument based on the loss in progress or Montrose
clause, ruling coverage for opioid claims would be
barred only if the insured had knowledge of the spe-
cific injuries at issue."” The decision is currently on
appeal before the Ohio Supreme Court, although
other decisions have ruled in favor of insurers on this
issue.

The lower Delaware court ruled, in Rite Aid Corp.
v. ACE American Insurance Co., that general liability
insurers must defend their policyholders in litigation
filed by government entities seeking to recover for
amounts that they allegedly spent to provide health,
emergency and other services to citizens addicted to
prescription opioids." That decision is now before
the Delaware Supreme Court on appeal.

In October 2020, the Ninth Circuit held that a doc-
tor’s professional liability policy did not cover an

14

opioid-related wrongful death claim."! The insured
doctor had admitted that he willfully violated fed-
eral controlled substances laws, which resulted in
the death of a Nevada woman. The court held that
the policy’s exclusion for any willful violations of law
“clearly applied” to the claim.'*?

D & O: Disgorgement And Securities Law

Some key decisions impacting the D & O and securi-
ties law landscape were rendered as well. New YorK’s
highest court reversed an intermediate appellate court
ruling and held that a $140 million settlement pay-
ment by J.P. Morgan Securities Inc.’s predecessor to
the SEC was not an uninsurable penalty. The court
concluded that the insurers failed to prove the dis-
gorgement payment—a component of the SEC
settlement that serves compensatory purposes and
was measured by the profits wrongfully obtained and
losses caused by the alleged wrongdoing”™—fell under
the exclusion for “penalties imposed by law.”*

On June 21, 2021, the U.S. Supreme Court issued
its decision in Goldman Sachs holding that, at the
class action certification stage, a court may consider
whether a company’s alleged misstatements were too
generic to have impacted its stock price.'** The deci-
sion is expected to make it more difficult to certify a
class action in suits alleging securities fraud based on
generic company statements.

In Rsui Indemnity Co. v. Murdock, the Delaware Su-
preme Court ruled Delaware law governed the excess
D & O policy even though most contacts were in
California, perhaps representing the court’s desire to
maintain Delaware’s status as the home to more U.S.
companies than any other state.'® The court ruled
that the profit/fraud exclusion did not apply on the
narrow ground that one of the two underlying mat-
ters was resolved by settlement and, therefore, did
not satisfy the requirement of the exclusion that the
underlying matter be resolved by adjudication.' It
also affirmed the trial court’s application of the “larger
loss” rule as opposed to the “relative exposure” rule
to defense costs and costs of settling one of the two
underlying matters.'"

Although most special purpose acquisition company
(“SPAC?”) securities class action lawsuits are filed after
the de-SPAC transaction has been completed, more
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suits are being filed before the merger becomes effec-
tive. In addition to merger objection lawsuits, more
full-blown 10b-5 class actions are being filed. The
trend of SPAC-related state court actions being as-
serting as state law causes of action rather than federal
securities law violations likely will continue, with at-
torney’s fees being a major consideration.

Approximately 28 SPAC-related securities suits were
filed in 2021 compared to approximately 4 suits filed
in 2020. SPAC-related suits are expected to increase,
as over 590 SPACs have completed initial public of-
ferings in 2021 compared to 248 in 2020. The SEC
is signalling greater regulation of SPACs due to the
perception that investors may not be getting the same
protections as with traditional initial public offerings.
This may take the form of increased disclosure re-
quirements, greater focus on marketing practices, and
liability for sponsors and others.

Cyber-attacks, data loss, regulatory risks, health and
safety, COVID-19, EGS, climate and employment
claims likely will remain among the leading D & O
emerging risk areas.

Reinsurance

There have been relatively few reinsurance law deci-
sions over the past couple of years outside of issues
of arbitrability. For nearly 30 years, the majority rule
has been that the “reinsurance stated” limits in a fac-
ultative reinsurance contract capped a reinsurer’s total
liability for indemnity and defense costs.'*® The New
York Court of Appeals, in its 2017 Global Re deci-
sion, ruled that there is no blanket rule, and directed
courts to look at the language of the particular rein-
surance contract to determine the scope of the limits.
Earlier in 2020, in Global Reinsurance Corporation of
America v. Century Indemnity Company, the New York
Southern District Court concluded on remand after
conducting an evidentiary hearing that the stated
limit capped losses and also capped expenses where
there are no losses, but did not cap expenses where
there are losses.'*

In Utica Mut. Ins. Co. v. Firemans Fund Ins. Co., the
court ruled that a reinsurer was not obligated to pay
the ceding company as a matter of law because the
underlying asbestos-related bodily injury claims did
not excess the attachment points of the reinsured
umbrella policies.” In reversing, the Second Circuit

held that the follow-the-settlements doctrine does not
override the terms of the reinsurance contract.!>!

Finally, reinsurers continue to evaluate their expo-

sures for COVID-19-related cessions.!?

Endnotes

1. For example, press releases reflect that Zurich
plans to be a net-zero emissions company by
2050 and Aon by 2030.

2. Asof 2020, one-third (approximately $17 tril-
lion) of all U.S. assets under management were
invested following sustainability principles, a
42% increase from 2018. US SIE Report on
US Sustainable and Impact Investing Trends
(2020), https://www.ussif.org/files/Trends%20

Report%202020%20Executive%20Summary.
pdf.

3. Zurich, for instance, has committed to ter-
minating its relationship with companies that
generate more than 30% of revenue from
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